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Effective from 2021 (Batch 2021_2025)

B.Tech. Artificial Intelligence

SEMESTER |
1 Cs101 Fundamentals of Computer Programming i 1]0 : C&
2 Al101 Introduction of Artificial Intelligence 2/0]0 2 CC2/FC
3 MA101 Engineering Mathematics-I 3 . 0 4 GEl\
4 PH102  |Engineering Physics 3|10 ¢4 GE2 |
5 EC101 Basic Electronics Engineering 3| 1]0 4 GE3 /FC
6 EN101 English Proficiency 2 0 - 2 OE1/AECC
) CE103 Engineering Graphics Lab 1102 2 GE-L1
8 Cs181 Computer Programming Lab 0 0 2 1 CC-L1 /SEC
9 PH104 Engineering Physics Lab I 0 0] 2 1 GE-L2 m
10 EC181 Basic Electronics Engineering Lab I 0 0] 2 1 GE-L3 :
11 GP General Proficiency ’ Non Credit O
Total Hours and CreditsI 14 | 3 I 8 , 25
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B.Tech. Artificial Intelligence

Effective from 2021 (Batch 2021-2025)

SEMESTER IIi
S0 Course Code Course Name L T P Cedits Types
1 Al201 Software Engineering 3ol o 3 ccs
— ]
2 Al203 Intelligent Systems 31olo 3 cce
| as CcCc7
3 Al205 Theory of Autometa 3101]0 3
A 3 CC8
4 Al207 Database Management Systems 3]1]01|0
(o(e]
) Al209 Computer Vision 3 0 0 3
6 3 CC10/ SEC
6 Al211 Introduction to R Programming 3 110 4
CC-L.4
7 Al281 Database Management Systems Lab 01 0f{3 2
isi . ol ol s 2 cc-Ls
8 Al283 Computer Vision Lab
0o|lof3 2 CC-L6/ SEC
9 Al285 R Programming Lab
dit
1 GP General Proficiency Non Credi
Total Hours and Credits| 18 [ 1 | 9 25
SEMESTER IV
P Credits Types >,
Course Name
S.No. Course Code =
i i 0
1 Al202 Machine Learning
0|0 3 CC12
2 Al204 Operating System 3
i o} o0 3 Ccci3
3 Al206 Biometric Security 3
3 CC14 /SEC
4 Al208 Introduction to MATLAB 3 0 0
i 3 CC15
5 Al210 Quantum Computing 3 0 0
CC16
6 Al212 Compter Networks 3 0 0 3
i -L7 / SEC
7 Al282 Machine Learning Lab using Python 0 0 3 2 cc-L7/
CC-18
8 Al284 Operating System Lab 0 0] 3 2
Al286 MATLAB 0 0 3 2 CC-L9/SEC
S
10 GP General Proficiency Non Credit
Total Hours and Credits| 18 | 1 | g 25
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T-suve rom 2021 (Batch
T T vuaniuidl Intelligence 2021‘20

y
SEMESTER V

LT
rse Name
S.No. Course Code Cou 3o q ) o
1 Al301 Big Data Analytics 5 . TT\
B i i —1 = | Ccg
2 AI303 Compiler Design ; T - CC\
3 AlI305 Deep Learning ; - : C\Q
i ity Management e 0
7 Information Security
4 Al30 : n J —0 ;m
Elective
5 - 3]10/|0 3 E2 / Dse
6 Elective » - ; . .
~L10/ 5
7 Al381 Big Data Analytics Lab - - . : — C
8 Al383 Compiler Design Lab - — - ?le
9 AlI385 Deep Learning Lab using Python ey !
10 GP General Proficiency
d Credits| 18 | 1 9 25
Total Hours an e

SEMESTER VI

Course Code

No. L T P Credits Types

1 loT and Its Applications 3 0 0 Cc21

2 Al304 Expert Systems 3 0 0 3 CC22

3 Al306 Robot Kinematics 3 0 0 3 CC23 p

4 Al308 Convex Optimization 3 1 0 4 CC24
i Elective 3 3 01|l o 3 E3 / DSE
| 6 Elective 4 310 o0 3 E4 / DSE
L& Internet of Things Lap 0o 3 ) cCc-113

8 Al384 Expert S .
TTSG Roiot KI:S:;::i:fab i ° - - o
\\Jb— Non Credit W
Industria| Training i

by candidate ir . -
e ndividually after third year during the summer break and it

Uated a5 iversj i i
per Umversny Examination invi| Semester

Y 4/
=
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B.Tech. Artificial Intelligence

Effective from 2021 (Batch 2021-2025)

SEMESTER VII
S.No. Course Code Course Name L
1 MA402 Modeling and Simulation 3 - L=
2 Al401 Computational Intelligence 31010 3 CC25 \
3 Al403 Robotics and Drones 3 0] o0 3 CC26 ‘\
4 Al405 Natural Language Processing 31010 3 ccz7
5 Elective 5 3 0| o0 3 E5/ DSE
6 Al481 Robotics and Drones Lab 0|l 0] 3 2 CC-L16
7 Al491 Minor Project 0| o0]| 6 3 IT1/E
8 Al493 Industrial Traning o|lof1]| 5 MP1/E
9 GP General Proficiency Non Credit
Total Hours and Credits| 15 | 0 | 19 25

SEMESTER VIl
S.No. = Course Code Course Name L T P Credits Types; i
Seminar 0 0 3
2 Al492 Major Project ol| o] 16 8 I/E
3 Al494 Intenship 0 0 | 30 15 MP2/E
4 GP General Proficiency Non Credit
Total Hours and Credits| 0 | 0 | 49 25

GRAND TOTAL OF CREDITS = 200

In the Seminar, student need to study and present individually, on |latest research paper of their specialized area and It
7
will be evaluated as per University Examination Rules.

The Internship in Industry will be done by candidate individually during the 8th semester and it will be for a minimum
of 4 (-6) months. It will be evaluated as per University Examination Rules.

Minor and Major Project will be in a group and It will be evaluated as per University Examination Rules.

USICT will provide a mentor/supervisor for industrial training, seminar, internship, minor and major projects.

W
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. 310700
Computer Graphics —t "] E1
S . ,}nd NcurOSCience 3 0 0 3 '\
| 2| A3 jtroductionto B T ——— —— |
2 ‘
; N N e
o ic Processe *
3 l Al313 Stochastic : _ TS
\ Based Numerical & statistical Techniques 3100 3 ?
1315 Computer Bas
( ; \ ot 3100 3 _E\l
\ 5 '\ Al317 Sequence Models el r\
. E
r(é l Al319 Bayesian Data Theory r "o p 2
( 7 \ Al321 speech Analysis and Systems ‘EZ\
l 3 0O ] £2
\ g | A323 |GraphTheory e o
‘ 3
( o | s |Distributed Database )
3 0]0 3
(30 ‘ Al327 Embedded Systems E2
\ 11 | Al310 Digital Image Processing 31010 3 E3 ]
: 0] 0 3
(12 Al312 Gaming 3 E3
‘T3 Al314 Knowledge Engineering 3 0| O 3 E3
14 Al316 Predictive Analysis 3100 3 E3
15 Al318 Digital Fabrication 3 0|0 3 E3
16 A1320 Al Enabled Cyber Security 3 o] o0 3 E4
17 Al322 Computational Intelligence 3 0| O 3 E4
18 Al324 Fuzzy logic 3(01}]0 3 E4
19 Al326 Distributed Operating System 3]10/fo0 3 E4
20 Al328 Pattern Recognition 8 0 0 3 E4
21 Al407 Automation and Robotics 3 0 0 3 ES .
22 Al409 Optimization Techniques 31olo 3 ES .
3 Al411 inti
= 3D Printing 3 ol o 3 Es
‘_\ﬂ"ﬁ\ Parallel Distributed Systems 3lolo 3 E5
25 Al4 ; . i
L& Time Series Analysis and Applications
... — e 3|loflo| 3 ESui .0
Al Artificia) Intelligence
CC  Core Coyrse SEC Skill Enhancement Course
rse from ys|cT for Type of Course
GE  General Electjye from relateq gj E Elective from USICT
“d discipline of
GEL General Electjye Lab from relateq ; e Dept/Sthoo CC-L Core Course Lab from USICT
“d discipline of 5
OE other Deptt./School IT1 Industrial Training

DSE Disci line Specific Cours

Open Elective from othe

r discipline of other Deptt./School
Mpulsary Course

e

NN
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=

MP  Minor / Major Project
S Seminar

| Internship
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B.T @ ; i 2021 (Bat
ech. Computer Sciennginerring - Specilization : Cyber Security Effective from (Batch 2

SEMESTER |

Course Name ‘
[fnginoering Mathematics-|

FPIE(‘(.H‘H—[’ Physics o I 0 J \652
E,;sir Electrical Engineering I 3 1 0 4 \GE3
[ 3] 1o 4 %
] 3 I 10| 4 \r
] [ o 2| 1 i

[ o2

I 2

[ 2

|
|
' |
i
|

10 GP General Proficiency Non Credit -
\ Total Hours and Credits 16’ 5 I 8

SEMESTER |
S.No. CourseCode == 7 Course Name' " " S e LEss T . p Credits Types
k] I Cs101 " Fundamentals of Computer Programming nnn CCl
: N FC
2 CCg02 ‘\‘.‘ Introduction to Cyber Security unn 2
CC2/FC
ﬂm ' n 0| g4 GEs,
4 EC101 Basic Electronics Engineering
- 1 0 4 GE6
5 Computer Organistaijon and Architecyre
' 1 0 4
nm English Proficiency =
- 0 2 OE2 / AECC
m — ] 7
0 2 GE-14
-1
1 CC-L1/SEC

25

2/6
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B.Tech. Computer Science and Enginerring - Specilization : Cyber Security Effective from 2021 (Batch 2021-2025)

3,
SEMESTER Il
_ Course Name T P Credits Types
Internet Technology 0 0 cc3/SEC
\Operating Systems ol o0 3 cca
\Data Structure & Algorithms 0|0 3 CC5/ SEC
\\ntroduction to Python 31010 3 CCo
CC209 \\nformation Retrival Systems 31010 3 £ei
MA201 \Engineering Mathematics-Ill 3 1 0 4 __] e
cc281 \lnternet Technology Lab 0o|0]3 2 e
cCas83 \Data Structure & Algorithms Lab olo]3 2 | CCLa/SEC
CC28s \Python Programming Lab o|lo0]3 2 | CCLs/SEC
(TO \ GP \General Proficiency Non Credit J
r Total Hours and Credits| 18 | 1 9 25 J

SEMESTER IV

S.No. - Course Code - .
CC202

i Course Name
Software Engineering

Credits
3

Types
CC8

CC204

Database Management System

\ CC206 Java Programming

L Tenp

3 0 0

3 0 0 3 CC9/SEC
\ 3 3{ofo 3 CC10
\ 4 CC208 Artificial Intelligence 3 0 0 3 CC11
\ 5 \ CC210  |Information Theory and Coding 3lof|o]| 3 cc12
\ 6 l CC212 Theory of Automata 3 1 0 4 CC13/SEC
‘ 7 ‘ CC282 Database Management System Lab 0 0 3 2 CC-L6 / SEC
\ 8 \ CC284 Java Programming Lab 0l o 3 2 CC-L7/ SEC
\ 9 \ €C286 Information Theory and Coding Lab ol ol 3 2 CC-L8/SEC
\ 10 ‘ GP General Proficiency Non Credit
L Total Hours and Credits| 18 1 9 25

3/6
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B.Tech. Computer Science and Enginerring - Specilization : Cyber Security Effective from 2021 (Batch 2()21_20ZS

SEMESTER V

Course Name T__P Credits
Compiler Design i 0 CCM/AECC
. '—»&T( m;pui—lm.v Iechniq;:(.‘s 3 0 0 9 &
CC30% /_\n—wlys‘l; and Design of Algorithms 3 0 0 3 CC16/ skc
B CC307 I(ﬁryplngraphy and Data Privacy 3 0 0 3 cc17
CC309 IMachinc Learning 2 - 0 : ch/i
I ]Elective 1 P 0 2 3 E1/DSe
] CC381 ]Analysis and Design of Algorithms Lab S B 2 CCL9/skc
I CC383 !Cryptography and Data Privacy Lab 0] 0/}3 2 |CC-L10/sec
Ls ] CC385 ]Machine Learning using Python Lab 0] 0] 3 2 |cCl11 /SEC| ,
Il) ] GP IGeneral Proficiency NonlCiesie LY
L Total Hours and Credits| 18 | 1 9 25 !
SEMESTER VI
S.No. Course Code Course Name L T P . Credits ' Types
CC302 Web Development using PHP 3 0 0 3 CC19
LZ I CC304 ]Network Defense for Cyber Security 3 0 0 3 Ccc20
[ 3 I CC306 IRisk Management and Audit 3 1 0 4 Ccc21 »
LZJ I CC308 IDigita! Forensic, Audit and Investigations 3 0 0 3 CC22 ‘q
Ls ] Cc310 ]Data Privacy and Database Security 3 0 0 3 CC23/ SEC
L 6 [ [Elective 2 3 0] o 3 E2 / DSE
L7 l CC382 IWeb Development using PHP Lab 0 0 3 2 [CC-L12/SEC
LB l CC384 ]Network Defense for Cyber Security Lab 0| o 3 2 CC-L13
u ! CC386 ]Data Privacy and Database Security Lab 0o 0| 3 2 CC-L14
E ] GP IGeneral Proficiency ' Non Credit
Total Hours and Credits| 18 | 1 9 25

M @/ %\ 4/6 : 27-BoS | 07/10/2021
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), | computer science and Enginerring - Specilization : Cyber Sccurity

Effective from 2021 (Batch 2021-2025)

SEMESTER Vi1

Course Name'/ /|

-C Modeling & Simulation ' P Credits
) 3 1 0 4 GE9
Blockchain Technology
2 310100 3 €C24
L
; Cca03 Al Enabled Cyber Security
3 | 21010 2| €C25/5EC
1 Elective 3
B 3lo|o]| 3 £3/ DSE
Electiv
5 el 3lolol| 3 £4 / DSE
6 CC481 Al Enabled Cyber Security Lab ol ol 3 7 CC-L15
7 CC491 Minor Project 0| 0|10 5 MP1/E
8 CCa93 \lndustria\ Traning ol ol 6 3 IT1/E
9 GP \General Proficiency Non Credit
( Total Hours and Credits| 14 | 1 | 19 25
SEMESTER VIiI
S:No. Course Code Course Name L T P Credits
CC490 Seminar 0 0
\ 2 \ CCas2 Major Project o| o] 16 8 MP2/E
r3 \ Ccca94 Intenship 0 0 | 30 15 1/E
V 4 \ GP General Proficiency Non Credit
r Total Hours and Credits| 0 0 | 49 25
GRAND TOTALOF CREDITS = 200
EEE®  Inthe Seminar, student need to study and present individually, on latest research paper of their specialized area and It

will be evaluated as per University Examination Rules.

The Internship in Industry will be done by candidate individually during the 8th semester and it will be for a minimum
of 4 (-6) months. It will be evaluated as per University Examination Rules.

Minor and Major Project will be in a group and It will be evaluated as per University Examination Rules.

USICT will provide a mentor/supervisor for industrial training, seminar, internship, minor and major projects.
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B.Tech. Computer Science and Enginerring - Speciliz

ELECTIVES FROM AIAIRT

atlon : Cyber Security

gffactive from 2021 (Batch 2021-2025)

dits

Types

CC  Computer Science & Engineering / Cyber Security for Course Code

CC  Core Course from USICT for Type of Course

GE General Elective from related discipline of other Deptt./School

GEL

General Elective Lab from related discipline of other Deptt./School

OE  Open Elective from other discipline of other Deptt./School

AECC Ability Enhancement Compulsary Course

DSE Discipline Specific Course

L N g

SEC Skill Enhancement Course

E  Elective from USICT

CC-L Core Course Lab from USICT
IT1 Industrial Training
MP Minor / Major Project
S Seminar

l Internship

X~ 27-BoS | 07/10/2021

S.No. Course Code Course Name - 3
1 CC311 Security Information & Event Management 3 —_— T, £1
31 010 > 2
2 CC313 Intrusion Detection and prevention System P R S
3 CC315 Cryptography /__..-_—-——--——'
4 CC317 Biometric System and Security 4_______________________--———~—————~—-——*
3 0 0 3 £l
5 CC319 Ethical Hacking /____u..-———-——-——-—*
3 0 0 3 E2
6 CC312 Mobile Security [ B ey
3 0 0 3 E2
7 CC314 Cloud Architecture and Security L
- 3 0 0 3 E2
8 CC316 Principle of Secure Coding [
, 3[0]0 3 E2
9 CC318 Information Warfare “
. . 3 0 0 3 E2
10 CC320 Social Network Security
E
11 CC405 Physical Security of IT Infrastructure 3| 010 3 3
12 ccao07 NISTA 800-53 (Security Control) 3 0 0 3 E3
13 Cc409 Operating Systems Security 3 0 0 3 B3
14 Ccc411 Mobile and Wireless Network Security 3 0 0 3 E3
15 Ccca13 Enterprise Security and Management 3 0 0 3 E3
16 CC415 Malware Analysis 3 0 0 3 E4
17 cca17 Android Security Design and Internals 3 0 0 3 E4
18 Ccca19 Data and Database Management Security 3 0 0 3 E4
19 Cc421 Web Application and Penetration Testing 3 0 0 3 E4
20 CC423 Access Control and Identity Management Systems 3 0 0 3 E4



